Analog Guard®

Establishing the
Physical Layer of
Global Cybersecurity

Analog Guard moves encryption into the physical layer,
where compromise is designed to require matched hardware and

synchronized analog keys — not a scalable mathematical attack.
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THE PROBLEM

The Digital Terrain Trap

The Digital Terrain Trap

Beyond Algorithmic Defense
Software, OS, Network
— Digital User Layers

N Conventional cybersecurity keeps the fight inside the digital
! domain. Analog Guard changes the attack surface by moving
protection into continuous physical signal behavior.

The Digital Terrain Trap

Software encryption, HSMs, TPMs, and trusted execution
environments still operate on terrain that is digitally reachable,
remotely scalable, and increasingly exposed to Al- and quantum-
Analog Guard scaled attack.

TAKEAWAY The attack surface must change — Analog Guard moves the critical protection layer into continuous physical

signal behavior.
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THE PROBLEM

Lyrics vs. Performance — A Metaphor

Digital Security Keys are - Analog Security Keys are like
like written lyrics the musical performance.

‘. T e —om o5 '.—-: Bt 1 s "
g e N
E".... . . ~ 4

SR TE "‘

EE T2, =
‘:l 3 l"’ 3 3.;- —
0, for a muse of fire, that would ascend S
. ' : T+ o § w- ‘.
jistis =y Efesis 8%
|
I BESFE : i3 $=s-t3
A — ety — e

‘ T ’
The brightest heaven of invention,
T

sotpris

TAKEAWAY Digital security keys are like written lyrics: discrete, copyable, and searchable. Analog security keys are like a
live musical performance: continuous, dynamic, and difficult to reproduce physically.
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THE PROBLEM

Scalable Attack vs. Per-Device Effort

SECURITY APPROACH ATTACK VECTOR

OS/firmware compromise, cold

Software Encryption boot, memory scrape

HSM / TPM S|de—channel attacks, .flrmware
extraction, supply chain

Spectre/Meltdown class, hypervisor
JIEE (TrustZone [ SCX) escape, physical probing

POINT OF FAILURE

Adversary gains OS/firmware
visibility

Attacker compromises trust chain
or probes hardware

Microarchitecture exploited below
the enclave

Analog Guard No algorithmic target for
(Physical Layer) discrete-math, Al, or quantum
(Grover/Shor) attacks

Designed to resist software attack;
inversion requires exact cloned hardware
and matched, synchronized analog keys

TAKEAWAY Digital architectures can fail once a reusable exploit is developed. Analog Guard shifts compromise economics

toward local, hardware-specific, per-device effort.
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TECHNOLOGY

Containment, Not Replacement

Protocol-level Digital Cryptography
(AES, PQC KEMs)

\

Analog Guard: Hardware-tied .

physical security - N
- X

Data / Payload

Chaotic, continuous signals

Even if a digital algorithm is mathematically weakened or a digital key is fully compromised,
the attacker still faces the mathematically distinct analog inversion problem at the physical channel.

TAKEAWAY Analog Guard does not replace AES or post-quantum cryptography — it surrounds them with a hardware-
rooted physical layer beyond the direct reach of purely digital attack.
Analog Guard®



TECHNOLOGY

Digital In. Digital Out. Physics in Between.
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TAKEAWAY The lifecycle converts digital data into analog waveforms, applies PLTNM modulation, encapsulates the signal
back into digital form, and is designed to recover only through the matched inverse physical process.
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TECHNOLOGY

Compoundmg Complex1ty by Design

INPUTS: 3 |} ENCRYPTION: 3 DECRYPTION: -
Data+Key Signal path [ Signal path
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1. Key-Parameterized Transformation 2. Non-Linear Distortion Per Stage 3. Cascading Complexity

TAKEAWAY Cascaded PLTNM stages reshape the signal through higher-order nonlinear analog behavior. Each stage
compounds the physical transformation rather than adding another mathematical puzzle to solve.
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TECHNOLOGY

From Analog Protection to Authorized Recovery

ANALOG GUARD® PROCESS FLOW

ENCRYPTION AND DECRYPTION USING ANALOG SECURITY KEYS
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@/ AUTHORIZED RECOVERY REQUIRES THE EXACT, MATCHING ANALOG SECURITY KEY(S).
NO MATCHED KEY, NO PRACTICAL RECOVERY.

TAKEAWAY Encryptionand recovery depend on matched analog key conditions. Without the proper analog security environment, the protected waveform
cannot practically be reconstructed.
Analog Guard®



TECHNOLOGY

Recovery Through Alignment

Reconstruction Through Alignment

e —— PHASES 1 & 2: ESTABLISHING COHERENCE 11 PHASE 3: AUTHORIZED RECONSTRUCTION =
Synchronizing Distributed Domains Reaching the Coherence Threshold Verifying the Analog State
Independent infrastructure domains undergo As alignment increases across domains, Encrypted analog states are verified
synchronization, validation, and governance a "Recovery Window" opens once the against the coherence threshold
to ensure compatibility and lineage. coherence threshold is met. before any reconstruction begins.
Secure Digital Output

Verified alignment allows the
reconstruction environment
to pass recovered data to
the Analog-to-Digital
Converter (ADC)

Analog State

Synchronization: Validation: Governance: Drift and Closure: Security Through Distribution

Temporal and state Verification of Independent yet If alignment deteriorates below the The system is distributed by design,

alignment across nodes infrastructure integrity interdependent oversight threshold, the recovery window requiring no single key, authority,
closes and requires realignment. or point of recovery.

TAKEAWAY DARK extends the concept into distributed reconstruction, where recovery emerges only when synchronization, validation, governance,
compatibility, lineage, and analog-state conditions align.
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TEST RESULTS

Simulation Results: Three Domains
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TAKEAWAY Validation across time, frequency, and spectral coherence tells a consistent story: in simulation, matched recovery

is exact; encrypted and mismatched outputs are statistically indistinguishable from noise in the tested cases.
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TEST RESULTS

Exact Recovery or Noise

[ Simulated Recovery Metrics
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TAKEAWAY Insimulation, matched-key recovery achieved BER below 1078, With the wrong key, bit error approaches random

chance — with no useful gradient observed for an attacker to climb.
Analog Guard®



TEST RESULTS

Al Learns the Examples, Not the Key

Accuracy (%)

Al Resilience Divergence Chart

Training Accuracy: Rises to ~100%.
Inception-ResNet-v2 (Test 4) rapidly
memorizes the specific training waveforms.

50% chance

Validation Accuracy: No better than chance.
The CNN could not tell which of two
messages an encrypted file contained.

Iteration

TAKEAWAY Across four CNN tests, the models could not even sort encrypted files by which of two analog keys was used,
or by which of two messages was encrypted — accuracy stayed at about 50%, a coin flip.
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IP MOAT

A 15+ Year Compounding IP Moat

Depth — Foundational Research & Patents

IP MOAT: DEPTH — FOUNDATIONAL RESEARCH & PATENTS

Over 15 years of compounding protection from theory to ecosystem.

2010

FOUNDATIONAL THEORY
Ph.D. Dissertation

Established the scientific and
mathematical basis for
signal-domain manipulation.

L

pANN
PEER VALIDATION
IEEE Circuits & Systems
Magazine Feature Article

Established public lineage
and validated nonlinear,
frequency-dependent
behavior.

2013
FOUNDATIONAL PATENT
U.S. 8,452,544

Protected underlying
signal-domain engineering
principles enabling temporally
advanced signal detection.

2024

ANALOG GUARD
U.S. 12,126,720

Introduced analog-key
encryption and physical-layer
manipulation as an alternative
to digital key systems.

2026
ANALOG GUARD
EXPANSION
U.S. 12,615,149 & 12,689,512

Expanded protection to
multi-stage architectures,
multiple analog keys, and

broader physical-layer

implementations.

PRESENT
DARK ECOSYSTEM
PROTECTION
(DARK PPA)

Extends protection into
distributed reconstruction
governance and
ecosystem-level
manipbulation.

I P C
> SIGNAL THEORY >> TEMPORAL SIGNAL PROCESSING > SIGNAL ADVANCE TECHNOLOGY > PHYSICAL LAYER ENCRYPTION >> EXPANDED PHYSICAL-LAYER > DISTRIBUTED GOVERNANCE>

TAKEAWAY Analog Guard's foundational research and patent estate build depth around the core signal-protection
architecture, creating long-term protection around the core physical-layer cybersecurity approach.
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IP MOAT

Breadth & Strategic Outposts

Breadth & Strategic Outposts

_— IP MOAT: BREADTH — INTERNATIONAL COVERAGE

PCT international applications and national filings in key jurisdictions.
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IP MOAT: STRATEGIC OUTPOSTS — PROVISIONAL PATENT APPLICATIONS

Early positions in high-value, adjacent markets.

=) Al
CRYPTOCURRENCY SIGNAL AUTHENTICITY &
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TAKEAWAY International filings and use-case provisional patent applications expand the moat across
key markets, manufacturing regions, and emerging use cases including Al governance and cryptocurrency. Analog Guard®



MONETIZATION

IP Licensing
(Primary)

Licensing, OEM, and
silicon IP partnerships
across defense,
fintech, and critical
infrastructure.

OEM / Hardware
Integration

Chip/device
manufacturers license
the PLTNM architecture
directly into defense
electronics and secure
comms hardware.

 S———

S —

Monetization Pathways

&

Gov & Defense
Contracts

Addressing NSF and
SBIR/STTR. The
urgency of the post-
quantum threat is
driving government
interest.

e
S

Partnerships &
| Acquisition

The IP-first strategy
signals a clear exit path
for licensees, JV
partners, or acquirers
seeking a structural
security advantage.

—

TAKEAWAY The commercial strategy sequences government and defense beachhead funding, scalable IP licensing, OEM
hardware integration, and strategic partnership or acquisition pathways.
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ROADMAP

Validation Roadmap

Month 12 Gate:
Simulation-to-
Circuit Bridge

Month 24 Gate:
End-to-End
Prototype

Target: mission-relevant file sets to
analog, full lifecycle operational, and
falsifiability: BER <10 vs ~50%.

v Component-level circuit

simulation confirmed.

o Core PLTNM function

validated in hardware.

o Inverse recovery verified
in hardware.

v complete o exit criterion

o Mission-relevant digital
file sets validated.

o Full lifecycle operational.
o Falsifiability shown.

o Al/ML resistance verified
in hardware.

v complete o exit criterion

TAKEAWAY The validation path moves from simulated proof points toward mission-relevant digital file testing, hardware
implementation, and scalable demonstration milestones.
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TEAM

The Team

Chris M. Hymel, Ph.D.

Founder & Principal Investigator

Analog signal processing, neuro-
engineering, public-company formation,
issued patents, and peer-reviewed signal-

technology recognition.

Ron Stubbers

Regulatory & Commercialization

Moving advanced technologies through
FDA, CE, ISO, international launch, and

cybersecurity certification pathways.

Naser A. Otman, Ph.D.

Mixed-Signal Validation Lead

Electrical and optical communications,
circuit design, nonlinear optics, MATLAB,

PSpice, RSoft, and Optiwave.
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